OBLON, SPIVAK, ET AL 
DOCKET #: 2I6642US8 
INV: Shoji FUKUTOMI, et al. 
SHEET I QF 9 



1/9 




OBLON, SPIVAK, ET AL 
DOCKET #: 216642US8 
INV: Shoji FUKUTOMI, et al. 
SHEET 2 OF 9 



2/9 



CvJ 
LL 




OBLON, SPIVAK, ET AL 
DOCKET #: 216642US8 
INV: Shoji FUKUTOMI, et al. 
SHEET _1_ OF 9 



3/9 




OBLON, SPIVAK, ET AL 
DOCKET #: 216642US8 
INV: Shoji FUKUTOMI, et al. 
SHEET 4 OF_o_ 



4/9 



FIG.4 



31 



i 

AUTHENTICATION SERVER 
32 



STORAGE 
DEVICE 



/SECRET KEY^ 
ID 

DATA FOR 
y DHCP 



4- 



DECODING 
SECTION 



4 — ► 



33 
-4- 



DHCP 
PROCESSING 
SECTION 



4 — ► 



4 — ► 



34 
- s r- 



LAN 

COMMUNICATION 
SECTION 



TO 
LAN 



OBLON, SPIVAK, ET AL 
DOCKET #: 216642US8 
INV: Shoji FUKUTOMI, et al. 
SHEET 5 OF 9 



5/9 



FIG.5 



WIRELESS 
TERMINAL 
8-1 



ACCESS POINT 
4-1 



AUTHENTICATION 
SERVER 
5-1 



Xa 



Ya 



E(Ya) 



-S1 



-S2 



-S3 



-^^Q Uesr S4 



S5 



Xb 



Ya 
-S7 



S6 



DHCP^Cl^ 

K — S11 



Yb ~S8 
K -I-S10 



OBLON, SPIVAK, ET AL 
DOCKET*: 216642US8 

&HEET — Q p 9 



6/9 



FIG.6 



WIRELESS 
TERMINAL 
8-1 

I 

Xa --S1 



Ya 



E(Ya) 



K 



AUTHENTICATION AUTHENTICATION 
ACCESS POINT SERVER SERVER 

4-1 5-1 5-N1 



-S2 



-S3 



lD 'E(Y A ) 

S4 



ss «$gfaf ST 



DHCP 



Ya 



S6 



Yb 



-S11 



S9 



Xb 



Yb 



K 



-S7 



-S8 



-S10 



S21 



ID, 



.^VaT 



Ya 



S22 



OBLON, SPIVAK, ET AL 
DOCKET #: 216642US8 
INV: Shoji FUKUTOMI, et al. 
SHEET 7 OF 9 



7/9 




OBLON, SPIVAK, ET AL 
DOCKET #: 216642US8 
INV: Shoji FUKUTOMI, et al. 
SHEET 8 OF ') 



8/9 




OBLON, SPIVAK, ET AL 
DOCKETS: 216642US8 
INV: Shoji FUKUTOMI, et al. 
SHEET _2_OF_2_ 



9/9 



FIG.9 



WIRELESS 
TERMINAL 
8-1 

DATA 
PACKET 



CIPHER 
PACKET 



ACCESS POINT 
4-1 



DATA 
PACKET 



A. 



CIPHER 
PACKET 



